The Secretary of Energy
Washington, DC 20585

March 14, 2002

The Honorable Mitchell Daniels, Jr.
Director

Office of Management and Budget
Eisenhower Executive Office Building
Washington, DC 20503

Dear Mr. Daniels:

This letter and accompanying enclosure transmi the Depariment of Energy’s
proposal to request supplemental funding to meet urgent and compelling
requirements for safeguards and security, emergency response, and energy
security and assurance activities.

The Department of Energy is entrusted with the mission of designing, developing,
manufactiring, assembling, stockpiling, refurbishing, decommissioning, and most
importantly protecting the Nation’s critical nuclear complex. To meet the
Department’s critical securily mission, we are storing vast amownts of materials
that remain highly volatile and subject to unthinkable consequences if placed in
the wrong hands. These materials permeate the Depantmental complex including
sites under the programmatic jurisdiction of the National Nuclear Security
Administration, the Office of Environmenial Management, and the Office of

Seience. .

The events of September 11 resulied in heightened security throughout the
complex. Qur sites were directed to conduct vulnerability assessments based on
an evaluation of potential consequences of the type of event that occnrred on
September 11. These security vulnerabilities were assessed on a site-by-site basis
and immediate action was taken to mitigate many of the concerns. As a result, the
Department issued Interim Implementing Guidance to the Design Basis Threat
document that outlined the basis for initial physical security measures. 1n
conjunction with this guidance, [ directed the Departmental Elements to reassess
their security requirements and associated cosis with a view towards mainiaining
the highest level of security commensurate with the revised threat and response
strategy. Although the initial supplemental and funds appropriated by Congress
helped respond to the most urgent near term security needs, the Department now
is unable to meet the next round of critical security mission requirements.

The funding request of $379.7 million identified in the enclosure is a critical

down payment to the safety and security of our Nation and its people. Failure to
support these urgent security requirements is a rick that would be unwise.
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I appreciate the time your staff has spent with us in discussions about the
Department’s security concerns and needs. However, as you can see, we need
your financial support to continue addressing the critical security requirements
that face the Department and our Nation. Accordingly, if you and your senior
staff need a more detailed classified briefing of our requirements, threats, and
strategies, please have your staff contact Mr. Joseph Mahaley, the Department’s
Director of Security, at 202-586-3345.

My point of contact on the specifics of this funding supplemental request is
Dr. Bruce M. Cames, the Direcror of the Office of Management, Budget and
Evaluation/Chief Financial QOfficer, who can be reached on 202-586-4171.

Sincerely,
Spencer Abraham

Enclosure

cc: Goavernor Tom Ridge, Director, Office of Homeland Security
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Secretary of Energy's Homeland Security Supplemental Requirements
{$ in millions}

National Center far Combating Terrorism {$40 million}:

Canstruct and operate the National Center for Cambating Terrorism far federab-wide loxic matenats Lrain g and military
urlran warfare training sita at the underground nuclear test site in Nevada Federal military and law enforcement personnel
car lrain at this remote site where live toxic and low-radiation materials can be used to present & realistic threat.

Nuclear Weapons Incident Respanse ($19.4 million): .
Maintain specially equipped aircraft at Andrews AFB and Neliis AFB on 4 hour alert for radiological detection and plume determinatian .

Expand radiological search and response teams and acceleralefenhiance deployment of radiclogical search teams
in major urhan centers throughott the country,

Establish a permanent Capitai Nuclear Emergency Response team in the Natianal Capitat Area

Establish TRIAGE, a national "91 1" syslent to provide immediate radiological assistance ta local, stale. and federat
emergency respanders,

improve equipment for nuclear Consequence Management Teams far papulation monitaring, automated assessments,
lraining, and analytical process.

Radiological monitoring for Mational Security Speciat Evenls in support of FB1, Justice, and Seerst Service.

Expand PAGER-S pragram to provide portable pager-size radiation detection devices to law enforcement officials
In large metropolitan areas across the country

Secure Transportation of Nuclear Weapans (§18 miltion):

Increase securly personnel and equipment to bolster protectian for nuclear weapons shipments within the country, to
include engineered container madificatons that significantly increase secunty of U.S. nuclear warheads.
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Enhanced Security of Nuclear Weapons and Materiats Slorage ($1248.3 million};

Acquire explasive detection equipment for packages and vehicies on DOE sites which house nuclear matenals.

Increase protective force equipment for gecurily of DOE sitas with nuclear weapons and materialg, to include
reptacement vehicles, additional patrol vehicles ta cover increased patrol efforts, and securs radios

Harden barriers, including vehicle and penimeter banfers, additional fencing providing addi

lional buffer zones, portal
reconfigurations, and hardening spacific bulldings,

Canstruction projects at variaus locations providing design and construclion evaluation of additional storage faclities
(vauits, tunnels, underground starage, consolidation of starage area), road relacations, public read acquisition, moving

badge/access contral ta mare secure lacations, evaluating specific facility modifications, and expediting construction
efforts which enhance secunly of nuclear materals

Perform security systems performance improvements, including additionat alanms and detection equipment, evaluation

and potential purchase of airborne detecticn equipments, expediling the updaling of sxisting security system equipment,
and Improving the ability to respond fa specific security events.

Censolidate spacial nuclear matenal to decrease the number of lacatians which must be secured  This includes
packaging and shipping nuclear materiat not essentiat for operations ta appropriate storage sites, and increase
protection of speciat auctear matenal waiting lo be shipped off-site.

Increase cyber securily manpower and equipment to protect nuclear weapons contractor sites and informalion,
enhanced and additional intrusion detection systems and site cyber security banders, such as

firewealls; enhanced capabilily to communicate crilical cyber threat and incident infarm ation; and Increased perormance
monitoring of Information systems.

Increase cyber security manpower and equipment ta protect fedarat nuclear weapons information systems; isolation of
federat systems; and Implementation of inirusion detection systems and cyber security barders
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Counter-terraristm and Counter-intelligence ($7.8 miilion):

Increased suppart o the infarmation and Special Tech nology Pragrany,

to deter, detect, investigate, and neulrslize
intelligence and lerrorist threats to DOE

Federal staffing for oversight and management of counter-i ntelligence, counler-lerraism, and safeguards and secy rity

Energy Securitylinfrastructure Assurance ($7.0 million)

Working with the private sector to anticipate and assess security vulnerabilitias of Ihe nation's energy infrastructure,
conduct vulnerabilily assessments at significant energy infrastructure sites acrass the counlry,

Conduct energy emergency exercises and emergency planning conferences with state, local, and private
sector officials and to develap and disseminale training materials to state, local, and private sectors.

Federal participation in the abave.
Physical Security and Other Erhancemesnts ($12.8 millicn)

Physical protection for DOE's headquarters facilities, to include permanent vehicle harriers, additional protective force

officers, surveilance cameras, explosive detectors, chemicalibiclagical detectars, radios, radiatior pagers, «-ray
equipment, and 2 canine explosive detection units,

Protective force training enhancements, lo include 350 new security offices and upgrades la the live-fire training rangs.

DOE assistance to the Intemational Nuclear Analysis Pragram to enhance U.S. capabilities in tracking nuclear
materials worldwide,

Isotope Production {$1.5 million)

Due o entanced homeland security requerents at sirports and other sensitive locations, devices that have the
abllity to accurately detect explosives and ather risky volatils products are in high demand waddwide. DOE has
identified the nead to produce additional nickel-63 for homeland defense needs In the Immediate future
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Physical Security of DOE Sclence Facllities [$34.1 million)

OOE has identified the need lo increase the protective force presence at critfcal ingress and egress paints at ifs science

labs and ta install lemporary physical barrters, implement physical security upgrades, deployed surveillance and
screening equipment, and increase cyber-security.

Physical Security at DOE Nuclear Weapons Cleanup Sites (5100.8 million) where there are tans of
deadly radioactive and other highly toxic materails in ahove-ground storage,

|daho Natianal Engineering and Environmentat Laboratory
Oak Ridge Natienal Lab, Tennessee
Hanfard, Washington

Savannah River, South Cardlina and Georgia
Miamiskurg, Ohio

Rocky Flats, Denver Colarado

Grand Tolal {OMB funded 7 percent of the DOE's stated requirement}






